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g ﬂll More about the registry

Network connections
(IP and Wi-Fi)

Automated registry dumping



Notable Tracking Differences

MRU Information:
e Tracking:
o0 Open / Run / Save lists
o Printers / Find Files / Find Computers

o Individual file types (greater numbers)

Mounted Devices:

® Indication of recently mounted and assigned
devices and drive letters — may be a clue



Notable Tracking Differences

Check the SYSTEM file

-  Mounted Devices - disk signature
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Notable Tracking Differences

File Mjew Mode Help
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|P-adresser och NIC

* HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Pa
rameters\Interfaces

— Dvs. hive: system\ControlSet<#>\...

— Delnycklar utgér granssnitt mot olika NIC. Namngivha med
GUID:s (Globaly Unigue IDentifiers)

— Statiska eller dynamiska adresser?

* HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkCards

— GUID (ServiceName) och description
— Om ett NIC tas ur datorn sa ar entryt kvar i registret

— RV key property -> Last Written Time == NIC install time



IP-address and NIC example

e & MetworkCards * || Mame Type Data
E el ab]| (Default) REG.SZ  (value not set)
¢ G U I D to n EtWO r k i 16 '{h‘]Description REG_S7 Intel(R) Centrino(R) Advanced-M 6205
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2 AddressType REG_DWORD  0x00000000 (0) > ). NetworkList e - ittt
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ab| DhcpDefaultGateway REG_MULTISZ 130243361 Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MetworkCards
*‘_"‘WDhchumain REG_SZ du.se
74| DhcpGatewayHardware REG_BIMARY 82324 01 060000 00 02 04 96 51 6 bb
‘-’-'ﬂ DhepGatewayHardwareCount  REG_DWORD 0400000001 (1)
74| DhcplnterfaceOptions REG_BIMARY 0800000000 00 00 00 08 00 00 00 00 001
ab| DhcplPAddress REG_SZ 130.243.36.18 ; -
ab| DhcpNameServer REG_SZ 130.243.32.5 130.243.48.5 4 -gs Interfaces
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) RegisterAdapterName REG.DWORD 000000000 (0) Computer\HKEY_LOCAL_MACHIME\SYSTEM\ Control5etD01\services\Tcpip\Parameters\Interfaces
#4%| RegistrationEnabled REG_DWORD  0x00000001 (1)
7 TL REG_DWORD  0x4f9840bd (1335378109)
T2 REG_DWORD  0wdf98bfdd (1335410509)

‘u’u'ﬂ UseZeroBroadcast REG_DWORD 0:00000000 (0}



Change NIC MAC address

* A Media Access Control (MAC) address is a physical address hard coded

onto a network card

*  HKLM\SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-
BFC1-08002BE10318}

* Theregistry key labeled "NetworkAddress"
holds the MAC address setting for the adapter

* This key is however not present so you must
add it yourself when you found the correct
“DriverDesc” in the subkeys 001, 002, ...!
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WiFi Concepts

SSID — Service Set Identifier (i.e. Network name)
BSSID — Basic Service Set Identifier (i.e. MAC address)

Encryption

— WEP (Wired Equivalent Privacy)

— TKIP (Temporal Key Integrity Protocol)
— AES (Advanced Encryption Standard)

Authentication
— WPA (WiFi Protected Access — AES)
— WPA-PSK (Pre-Shared Key)
EAPOL = Extensible Authentication Protocol over LAN



WIiFi connections — Windows XP

All Wireless Adapters are given an unique GUID under
HKLM\software\Microsoft\EAPOL\Parameters\Interfaces

WiFi adapter description and the IP parameters etc. are on the same place
in the registry as for NIC:s (follow the Interfaces > GUID)

Entries (numbers) with SSIDs can only be removed via a direct reglstry edit

f AccessData Registry Viewer - [software

(=3 File Edit Report View Window Help — = =
E o B EE | O = | 7
--[Z] DirectX “ | Mame Type Data -
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WZCSVC (Wireless Zero Configuration Service)

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\WZCSVC\P
arameters\Interfaces\<GUID>

Value: Static#0000, Static#0001, Static#0002, ...

— The list is not a cronological description of connections

The Data for these Values contains

— The BSSID of the AP (Access Point) that the adapter has
connected to at offset: 0x08

The SSID of the wireless network that the adapter has
connected to at offset: 0x14

The type of encryption used at offset: 0x34
The authentication method / protocol at offset: 0x94



WZCSVC interface values 1

* Was the AP (Access Point) secured?
* WEP, WPA, WPA2, etc.
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WZCSVC interface values 2

* Note!

* This is an incomplete list of values!

|Hex Offsetl Information
0x08 BSSID
0x10 Length of SSID
0x14 Start of SSID string
0x34 Data Encryption type used (TKIP, AES, WEP, Disabled)
0x94 Network Authentication used (WPA-PSK, WPA, Shared, Open)
Encryption Type 0x34 Network-Authentication 0x94
WEP 00 WPA-PSK 04
Disabled 01 WPA 03
TKIP 04 Shared 01

AES 06 Open 00



Network connections - Windows Vista/7

* The HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList subkey tracks general network
information including wireless accounts

* Under the NetworkList key the Profiles and Signatures subkeys are
the most interesting

* Profiles contains network information stored by GUID and may include
SSID

ProfileName: SSID or server/network connected to
Description: Will usually match the ProfileName

Managed: 0 == a WiFi-router or simple network, 1 == a connection to a
server/domain network

DateCreated: Subkey creation date
NameType: 0x47 == Wireless, 00x06 == Wired, 0x17 == WWAN (3G/4G)
DateLastConnected: The date the computer was last connected



Network connections - Windows Vista/7

B AccessData Registry Viewer - [SOFTWARE] . =NACN X
File Edit Report View Window Help - ||=|f =
| 2B m EE e | R

=20 MetwerkList = | Mame Type Data

g EIE""NWD"‘S [aB) ProfileName REG_SZ finksys

EI"D B 2 . Descriptinn REG_SZ linksys

E;D pf;;:':"'m B Managed REG.DWORD  0x00000000 (0)

) (06161976-243A-4725-BEGF-30E11F326063) £ Category REG_DWORD  0x00000001 1)
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W | (6669643B-487E-47E2-A75B-F2C5D832953C}) (& Category Type REG_DWORD  0x00000000 (0)
-{_7] [RCBEASES-2E84-4425-B21C-2800E2A36890} & IconType REG_DWORD 0:00000000 @)
{7 {6DC48FA9-3974-4 ARC-9A5E-E294921 AFSE3}
{27 {ACEASDEA-B1E2-48B3-8808-DABIALEGEAR3}
{17 {C720517 A-9AA0-4E22-BE24-14 DIFE1R6920]
-.{Z7] {CCOEFSER-61R1-40BC-BDER-ESACSEOFOARA)
-{C7] {DAAT0409-A031-425B-9823-836130900C A4}
{71 {D7E4184F-0A2D-4D58-BBDB-62FA07627E0S) |5 ‘
-{7] {EOAFZDOE-37AB-4123-87CB-EOATFSEESOSE]
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Network connections - Windows Vista/7

* Signatures stores Managed (domain) and Unmanaged
(simple net) subkeys

— ProfileGuid: Stores a GUID that points to the Profiles key

— DefaultGatewayMac: MAC address to the gateway (may be
0-padded to 8 byte if length is the standard 6 byte)

* DateTime values in Profiles subkeys are bitstreams in 2
byte sections which can be translated as

— d907 0a00 0500 0e00 0d00 0400 3500 af03
— 2009 10 friday 14th-13 : 04 : 35 ms
— Note! Read as little endian



Brandvaggen

* HKLM\SYSTEM\CurrentControlSet\Services\Sh
aredAccess\Parameters\FirewallPolicy\***Pro

file
* Dvs. hive: system\ControlSet<#>\...
* Kontrollera vardet for EnableFirewall
— 0 avstangd
— 1 paslagen
* Studera delnycklarnas varden!



View the Registry as a log file

The Registry maintains a good deal of time-based information

Registry keys have LastWrite value
— 64-bit FILETIME object
— Useful when you know what actions cause the key to be updated
* MRU Lists
Several Registry keys maintain timestamps within their value’s data

— UserAssist keys - tracks the use of applications and shortcuts etc. by
both frequency (total uses) as well as when they were last used

— http://accessdata.com/downloads/media/UserAssist%20Registry
%20Key%209-8-08.pdf

All of these sources provide information useful in timeline analysis,
and can be easily correlated with other sources



Registrets hive-filer spars regelbundet!

* En Restore Point tas normalt varje dygn, sparas upp till 90 dagar!

* Normalt dock endast delar av registret som sparas i \System Volyme Information\
— Vanliga anvandare har ej lasratt till katalogen
— Exportera den med hjalp av FTK Imager!

AccessData FTK Imager ;Iglil

Wiew Mode Help

agoagddEs Bl Q0B E R e .
|[Evidence Tres 3 | [File List 5
-.:l Inetpub 2| Mame | Size | Type | Date Mo
B+ Program Files [C)Repositary 1KE Directary 2008-05
EHD) RECYCLER = $130 4KB NTFSindex dllo...  2005-08
EHLD System Volume Information = _REGISTRY_MACHINE_SaM 28KB  Regular File 2008-05
EH0D _restorel11DTBFO-DASB-4370-8 | ) pecIsTRY MACHINE_SECURITY 44KE  Regular File 2008-08
1§ fifolog =l _REGISTRY_MACHINE_SOFTW.ARE 21 720KB  Regular File 2008-05
Sg EE%E _REGISTR‘."_M.C\CHINE_SVSTEM 5128KE  Regular fils 2005-0
o0 AP _REGISTRY_USER_.DEFALLT Z68KE  Regular file 2008-05
56 [E rEGISTRY_USER _NTUSER_5-1-5-18 256 KB Regular file 2007-03
B Repostory _REGISTRY_USER_NTUSER_S-1-5-19 224KE  Regular File 2008-03
-5 RP33 5] _REGISTRY_USER_NTUSER_5-1-5-20 220K Regular File 2008-08_|
05 RP40 - _REGISTRY_USER_MTUSER_S-1-5-21...  1584KB Regular file 2008-08
| _»|_I i _REGISTRY_USER_USRCLASS_S5-1-5-19 8KE Regular file 2008-03
ey — = _REGISTRY_USER_USRCLASS _S-1-5-20 SKE Regular File 2008-08 _
Type Size Value - i_r T T T Tt T ot Hl mmﬂ_l
signed integer 18 0000000 |72 65 67 66 d7 10 00 00-d7 10 00 00 75 29 d7 3f reng!
FFS&E’T?;':'E"E‘L??E[] 18'8 0000010 |48 07 @9 01 01 00 00 00-05 00 00 00 00 00 00 00 |H-E-
FILETIME flocal] 2 0000020 |01 00 00 00 20 00 00 00-00 S0 53 01 Ol 00 00 00f----
DS date 5 _(|pooooso 65 00 64 00 52 00 6f 00-6£ 00 74 00 Sc 00 53 00 |e-n-F
<
»

FIOC Hrae
‘r I 0ooooso | 43 00 &£ 00 6e 00 66 00-69 00 &7 00 5c OO 53 00 (C-o-r
Byte arder: & Little endian " Bigendian DDIDDDGU 4f 00 46 00 54 00 57 00-41 00 52 00 45 DDI 00 oojo-F-1 vI
4 4
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REORIMNER,

www.RegRipper.wordpress.com

GUI-based (rr.exe), plugin-based approach to
parsing/correlating data from within hive files extracted from
an image

Very fast, users have reported reducing data collection from
DAYS to MINUTES!

Accompanying CLI tool, rip.exe, allows for quick data
extraction via a single plugin or plugin file

— Can be included in a batch file

Ripxp.exe is a CLI tool, similar to rip.exe and uses RegRipper
plugins

— Extract hives and Restore Points from image (FTK Imager, etc.)

— Runs the plugin against the designated hive file, as well as the
corresponding hive files in each RP



UserAssist Keys

May have three GUIDs
— ActiveDesktop, MS Internet Toolbar and IE7

* Value names are ROT-13 "encrypted"

16 byte data under ActiveDesktop GUID may contain
— bytes 4-7; DWORD RunCount value
— bytes 8-15; FILETIME LastRun value

Shows that the user performed actions via the desktop

— Logged in at console or via remote access

C:\hjo\cases\RegRipper032911>rip -r bilbo-NTUSER.DAT -p userassist
Launching UserAssist (Active Desktop) v.20080726
UserAssist (Active Desktop)
Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700-EF1F-11D0-9888-006097DEACF9}\Count
LastWrite Time Mon Jan 3 20:24:24 2005 (UTC)
Mon Jan 3 20:24:24 2005 (UTC)

UEME UISCUT (1) UEME RUNPATH (2) UEME RUNPATH:AOL Instant Messenger.lnk (1)

UEME RUNPATH:D:\Program Files\AIM\aim.exe (1)

Mon Jan 3 20:22:01 2005 (UTC)



serAssist RV

&, AccessData Registry Viewer - [bilbo-NTUSER.DAT]

File Edit Report View Window Help [-][=]x]
B OBmBPEEE ||
[ MewShortcutHandlers + | Mame Type Data
(83 RunMRU &5 HRZR_PGYFRFFVBA REG_BINARY 91 8E 27 0EOL 000000
-0 Shell Folders [8% HRZR_EHACVQY: %pfugy2 %\ vaghjf Zrqun Cynlreyax REG_BINARY 0100000013 000000 F6 ES 1E E2 D1 F1 C4 01
Ug :::_:fe (88 HRZR_EHACVQY: 3pfuqy?2 %\ vagbjf Zrffratre.yax REG_BINARY 0100000012 000000 F6 B8 1E E2 D1 F1 C4 01
83 StuckRects2 8 HRZR_EHACVQY: %pfuqy29%\Npprifbevif\Gbhe hvagbif KC.yax REG_BINARY 0100000011 000000 F6 E8 1E E2 D1 F1 C4 01
3 tips 88 HRZR_EHACVQY: %pfuqy2%\Npprifbevrfvagbjf Zbivr Znxreyax  REG_BINARY 01000000 10 00 00 00 F6 E8 1E E2 D1 F1 C4 01
32 TrayNotify 8 HRZR_EHACVQY: 3pfuqy2%\Npprfbevrf\Fifgrz GbbyR\Svyrf naq F.. REG_BINARY 010000 00 OF 00 00 00 F6 ES 1E E2 D1 F1 C4 01
(2] User Shell Folders 88 HRZR_PGYPHNPbhag:pgbe REG_BINARY 01000000 0200 00 00 00 00 00 00 00 00 00 00
| &89 Userfssist 8 HRZR_HVFPHG REG_BINARY 01000000 0600000030 D2 3837 D2 F1 C4 01 I
(] {SEBABTS0-7743-11CF-A12B-00 AAOD4AES3T} & HRZR_EHACNGU REG_BINARY 0100000007 00 00 00 EO 5A 58 37 D2 F1 C4 01
L3 Count 88 HRZR_EHACNGU:NBY Vafgnag Zrffratre.yax REG_BINARY 0100000006 00 0000 30 D2 38 37 D2 F1 C4 01
| (23 {75048700-EF1F-1100-9888-006097 DEACFI} S N2 HRZR_EHACNGU:Q:\ Cebtenz Svyrf\NVZ\nvz.rke REG_BINARY 01000000 06 00 00 00 ED 5A 58 37 D2 F1 C4 01
a Count
I - WebView E
-2 VisualEffects
| E-00 Bt
w23 Group Policy
w23 GrpConv
I [ Internet
i @7 Internet Settings
#-7 Policies i

L
= Key Properties
Last Written T 2005-01-03 20:24:24 UTC

i < | 1m 3
Value Name RC UEME_RUNPATH:D=\Program Files\ATM\aim. exe | o[o1 00 00 00 06 00 00 00-EQ SA 58 37 D2 F1 C4 O1[-------- 2ZX70HA - o

i Time 2005-01-03 20:24:24 UTC

H Session ID 1

Wl Times Execute 1

|| Times Executed
The number of time this has been executed

bilbo-NTUSER.DATSoftware\Microsoft\ Windows\CurrentVersion\ Explorer\UserAssist\{ 75048700 -EF1 F-11 D0-9888-006097 DEACFI M Count Offset: 0




Issues with 64-bit Windows and Vista/7

Some redirection occurs
Native 64-bit apps write to HKLM\Software
32-bit apps write to HKLM\Software\WOW®6432Node

Registry changes in x64-based versions of Windows Server
2003 and in Windows XP Professional x64 Edition

— KB 8964509 lists the keys that are shared (not redirected)

Vista/7 User Virtualization

— Access to the Registry is restricted for compatibility reasons

— Vista creates a per-user copy and subsequently redirects read/write
operations

— HKEY_CURRENT_USER\Software\Classes\VirtualStore


http://support.microsoft.com/kb/896459

Platser for start av program och
tjanster

Windows har manga platser dar program
automatiskt startas i samband med att systemet
startas, anvandare loggar in osv.

Enbart registret innehaller ett dussintal sadana
platser

Windows konfigurationsfiler kan ocksa anvandas for
att starta program

Om du kanner till programmets namn sa kan du s6ka
i registret och konfigurationsfiler

Om inte, sa anvand program liknande Autoruns fran
Sysinternals



Registry nycklar och filer att kolla

HKLM\SOFTWARE\Microsoft\
Windows\CurrentVersion\

— Run, RunOnce, Uninstall
— HKLM\ ... \WinLogon\Shell

HKCU\Software\Microsoft\Windows\
CurrentVersion\Run

16 bit applikation support
(liten anvandning, malware?)

2] System Configuration

| N

|General IBoot ISer\tices | Startup |Too|s |

Startup Item Manufacturer Command Location Date Dizabled o
HP ProtectT... Hewlett-Packar..., C:\Program Fil... HKLM\SOFTWARE'M...
Synaptics Po... Synaptics, Inc. C:t\Program Fil...  HKLM\SOFTWAREYM. .. |
HF Wireless ... Hewlett-Packar... “ProgramFiles... HKLM\SOFTWAREWM... 3
HP Wireless ... Hewlett-Packar... SoProgramFiles... HKLM\SOFTWAREYM...
HP Health €... Hewlett-Packard  C:\Program Fil...  HKLM\SOFTWAREVM...
Synaptics Po... Synaptics, Inc. C:\Program Fil...  HKLM\SOFTWAREWM. ..
SMax4PMP A... Analog Devices... C:\Program Fil...  HKLM\SOFTWAREWM...
SPOT xde(R... VoiceAge Corp... C:\Program Fil...  HELM\SOFTWAREWM...
HP Quick La... Hewlett-Packar... C:\Program Fil... HKLM\SOFTWAREYM...

| Microsoft® ... Microsoft Corp...  Yewindir%\Win... HKLM\SOFTWAREWM...
AVG Interne... AVG Techmolog... C:\PROGRA~L.. HKLM\SOFTWAREVM...
|7 e el Advimenrnd Mice = e are e Gil LIk ML AETLA ATTELRA S

Disable all
(o J[ coneel |

_ S Ste m i n i 3 Autoruns [hjo-lapPChhjo] - Sysinternals: www.sysinternals.com RN X
y " File Entry Options User Help
; = BRI
* [Boot] - |
B OOt Se ktlo n e n S h el I & insock Providers | iz Print bonitors | 79 L5A Providers | L' Network Providers I B! Sidebar Gadgets
. . . _.E..'.;. Dirivers E Boot Execute E Image Hijacks 1% Applnit 1% KnownDLLs —l n Winlagan
- WI n . I nl & Eventhing | é Logan | 4 Esplorer B Intemet Explorer | [ Scheduled Tasks | % Services

Description

Publizher

Image Path

* [Windows] sektionen — Run
System konfiguratonsverktyget

B Cwindowshs.. Userinit Logon Application Microgoft Corporation
@’ HELMYSOFTWARE WMicrosoft\windows N TACurentyersion’\winlogonsS hell
M explorerexe ‘windows Explorer Microzoft Corparation
@’ HELMYSOFTWARE \Microzoftvwindows\CurentersionsBun
28 AVGE_TRAY

AVG Tray Monitor AWG Technologies CZ, z.ro.

chwindowsapstem324uzerninit exe

chwindows'esplorer exe

c:hprogram fileshavghavgBhavatray. exe

5] HP Health Che...
T hptwirelesshasi..
18} PTHOSTTR
B QlbCl.exe

| SoundiexprP
i StartCCC

@ Sunavallpdat...
@) SynTPERH

) SynTPStart

1 VaCtd

— msconfig.exe
Sysinternals - Autoruns

HF Health Check Scheduler
HF'wAMain b odule

HP PratectTools Security M...
Quick Launch Buttans

St axdPHP

Catalyzt® Contral Center La...
JawalTH] Platform SE binary
Sunaptics TouchPad Enha...
Sunaptics Pointing Devica =

Autorun Entry
@’ HELMYSOFTWARE WMicrosoft\windows N TACurentyersion’\winlogonsL serinit

Hewlett-Pack.ard
Hewlett-Fackard Developm...
Hewlett-Fackard Developm...
Hewlett-Packard Develop...
Analog Devices, Inc.
Advanced Micro Devices, |...
Sun Microsystems, Inc.
Sunaptics, Ine.

Sunaptics, Ine.

Woicedge Corporation

c:hprogram files\hewlett-packardihp health checkhhp...
c:hprogram files\hewlett-packardshp wireless assistant...
c:hprogram files\hewlett-packardshp protecttools secu...
c:hprogram files\hewlett-packardshp quick launch butt...
c:hprogram files\analog deviceshcorelsmandpnp.exe
c:hprogram fileshati technologies'.ati. acehcore-statichel...
c:hprogram files\java'jrebhbinyjusched. exe

c:hprogran files\synaptics\suntp\ayntpenh. exe
c:hprogran files\synaptics\auntplapntpstart exe
c:hprogram fileshvoiceagehcommontyactl exe




Registry auditing

* Under en undersokning kan det komma fram att en
policyovertradelse berodde pa kod som korts fran registry

* Att ha registry auditing paslaget kan hjalpa att se vem
som gjorde vad och nar
— Producerar en sa kallad "Audit Log” — sakerhets logg

* Samarbete med IT-support om att enabla registry auditing

Via grUpp pO“Cy & Local Security Settings
ar att Eile Acton Wiew Help

& 5 B 2
rekommendera! _ —
@ Security Settings Policy | Security Setting |
+- (18 Account Policies [24] Audit account logon events Mo auditing

-8 Local Polides

Audit account management Mo auditing
& audit Policy

.ﬁ.udit directory service access Mo auditing

+ (8 User I?ligl‘ds .-?.ssignment .ﬁ.udit logon events Mo auditing

. é Eblieg:t:ig::ns Audit object access Mo auditing
+-|[_7] Software Restriction Policies 'b'u'jit paiicy change No auditing
.ﬁ.uu:lit privilege use Mo auditing

+- 0 IP Security Policies on Local Computer :
g .ﬁ.uu:lit process tracking Mo auditing

.ﬁ.uu:lit gystem events Mo auditing




Utforska registret!

Ta inget for givet

Prova forst pa en dator som ar utrustad med likadant
operativsystem som den maskin som du undersodker

Notera forandringar med hjalp av verktyg liknande

— Med detta verktyg sa kan du studera vad som forandras i
registret vid till exempel vid installation av ett program

Regshot, tar snapshots av registret
— http://sourceforge.net/projects/regshot/

Anvand AccessDatas Registry Quick Find Chart!


http://technet.microsoft.com/en-us/sysinternals/default.aspx
http://www.accessdata.com/supplemental.html
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